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EDITOR'S
NOTE

Dear readers,
Digital transformation cannot be stopped, especially in times of a pandemic. In the
previous edition of Adello Magazine, Prof. Dr. Kundo Schedler outlined how the
wave of digitalizations is slowly reaching rigid systems, such as government,
administration and politics.
Refusing to go digital and trying to save traditional systems can no longer be an
option. In this edition of Adello Magazine Markus Naef from the SwissSign Group
explains why waiting, hesitating and postponing digitalization is not a wise choice
for Switzerland. Together with a team of committed and qualified experts, he is
securing Swiss digital presence by walking the path of transformation.
Stay healthy and enjoy reading!
Yours,

Nele Dagefoerde
COO Adello
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SECURING DIGITAL
PRESENCE
INTERVIEW WITH MARKUS NAEF
Markus Naef is a CEO SwissSign Group AG,
Member Board of Directors of ewl,
SwissSign AG and SwissSign FL AG
- Markus, thanks a lot for making this
interview happen today. Tell us more about
yourself
- I’m an experienced strategy consultant
and implementer with a special passion
for digitization. I’m particularly
characterized by my willingness to invest
in teamwork with colleagues and thus in
the success of companies.
Confidence in the skills and commitment
of team members, colleagues and
partners - but also people who disagree are important to me. I very much
appreciate the direct, unfiltered feedback;
my office door is always open!
After completing my two studies (business
and law) at the University of St. Gallen
I gathered experience as a start-up
entrepreneur in the US before taking on
different management positions at
various international companies.

2017 I accepted the exciting challenge to
become CEO of SwissSign Group. Driving
forward the digitisation of Switzerland
with a team of dedicated and highly
skilled professionals is a dream come true
for me. Probably I wouldn't be perceived
as a typical CEO by many – I don’t give
much on hierarchies and status symbols
are not relevant to me.
Apart from being a “biz man”, I spend a lot
of time with my beloved family and
friends. Sport finds a fixed entry in my
and our family’s agenda.
- Tell us more what SwissSign does? What
are the technologies behind?
- SwissSign Group is a so-called trust
service provider (TSP) and we accompany
people and companies into a successful
digital future. SwissSign Group is a joint
venture of state affiliated businesses,
financial institutions, insurance and
health insurance companies. The majority
of the shares are in the hands of the state
affiliated entities like Post, SBB, Swisscom
and Cantonal Banks.
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We focus on two different business areas:
identity services under the brand SwissID
and security certificate services under the
brand SwissSign. SwissID is the national
digital identity of Switzerland which
delivers verified identities and therefore
enables simple and secure access to the
online world. The digital Identity SwissID
is based on the global industry standard
technology OpenID Connect.
Thanks to our security certificates, data
can be exchanged in encrypted form and
therefore be protected against
unauthorised access. For our certificate
services we rely on our own, 100% Swiss
Made Certificate Authority Software. For
both the CA business and SwissID it is
crucial that we work with proven, secure,
scalable and reliable technology since we
already today serve more than 1.3 million
identity owners and have over 4 million
security certificates in the market.
- What are the typical applications? Can you
say how your big clients (e.g. Post) use
it? How e-government use it?
- Companies around the globe face the
same issue. The lack of fully digital
business processes without media breaks.
This makes processes in many cases
cumbersome and not very user friendly.
SwissID delivers verified identities
allowing for efficient and seamless digital
processes.
The Post for example gives already today
access to over 30 different services. AMAG
Leasing allows to close leasing contracts
over its Online portal using a SwissID
verified identity.
E-Government is also catching up with
digital processes. Canton Jura has fully
digitised its “guichet virtuel” with SwissID.
Other cantons and communities are also
“live” such as canton Grisons or canton
Aargau. Canton Berne and Solothurn will
follow in the next few months.
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We clearly see increasing activities in the industry
as well as for e-government applications to
digitise processes using verified identities with
SwissID. And of course, we must mention the new
Electronic Signature Service which we will launch
in November this year. This service will allow to
sign quick and easy all sorts of documents and
contracts with the SwissID App; our “digital Swiss
army knife”.
In the certificate business our customers around
the globe use Secure Socket Layer (SSL)
Certificates to protect their servers and websites.
Using SSL certificates, confidential data is
encrypted during transmission via the SSL or TLS
(Transport Layer Security) protocol. And of
course, we also protect the e-mail communication
of our customers. An e-mail in the digital world is
like a postcard in the physical world. It can easily
be intercepted, read, modified and assigned to a
different sender. With our e-mail certificates email communication can be made secure with a
trusted signature and the respective encryption.
We love to keep our customers save.
- Any potential application for small businesses?
- Small businesses face pretty much the same
challenges than big companies. Identify
customers or prospects in the digital process or
securing websites and e-mail communication. This
is for all companies, whether big or small, a
growing challenge. Our products and services will
help small, medium or big companies to be more
efficient, secure and successful.
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- With everyone goes digital, in which sense
being a Swiss company helps you?
We are in the trust and security business.
What better stands for those two values
than Switzerland? So, Yes, I am convinced
that Swissness is in fact a big asset. Trust
and reliability are key factors for the
industries we serve - and that is exactly
what we represent and stand for!
- Do you see blockchain applications
competing with your solution?
Blockchain is indeed a very interesting
technology, which we do follow very
carefully. However, we need to rely on
trusted, well performing and mature
technologies. Security does not allow for
experiments.
Blockchain has its advantages, but it also
has certain weaknesses. Scalability is still
an issue. Furthermore, we noticed in our
evaluation of the technology a latency of
several seconds which is simply not
acceptable from a customer experience
point of view.

Finally, we have to adhere to strict data
protection laws including the right to
forget – meaning we have to delete all
customer data if a user wishes to do so.
This is impossible with a blockchain
technology.
For all those reasons we have decided to
start with the industry standard OpenID
Connect technology. I want to stress again,
that we have not decided against the
blockchain technology – we have for now
decided for the more mature and userfriendly OpenID connect technology.
- Thinking about a positive vision of national
Swiss digital transformation, what would you
give as advice?
Don’t be afraid of the digitalisation.
Embrace it as a huge opportunity.
Digitalisation will help companies to be
more efficient, it will deliver growth and
prosperity to the country and it will deliver
more freedom and improved customer
experience to the population. To wait, to
hesitate and to postpone the digitalisation
would not be a wise choice for Switzerland.
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